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The	 phenomenon	 of	 modern	 terrorism,	 in	 the	 framework	 of	 which	 non-state	 actors	 use	

violence	targeted	against	civilians	 in	order	 to	achieve	political	goals	by	spreading	 fear	and	

panic	among	the	general	public,	is	not	new.	The	beginning	of	modern	terrorism	dates	back	

to	 the	 second	 half	 of	 the	 last	 century	 and	 is	 based	 on	 even	 earlier	 phenomena.	Modern	

terrorism	is,	therefore,	the	(temporary)	culmination	of	an	evolutionary	process	during	which	

terrorism	is	constantly	taking	shape,	adopting	new	methods	and	using	new	technologies	to	

carry	 out	 terrorist	 attacks	 with	 ever-increasing	 damage.	 It	 is	 possible	 to	 note	 points	 of	

change	 during	 this	 evolutionary	 process	 when	 terrorist	 organizations	 began	 to	 use	 new	

methods	 of	 operation	 that	 eventually	 became	 the	 norm	 for	 other	 organizations	 and	

acceptable	methods	of	terrorist	attacks	around	the	world,	creating	new	waves	of	terrorism	

that	require	the	development	of	new	counter-terrorism	methods.	These	waves	of	terrorism	

include	 the	wave	of	 airplane	hijacking	 attacks	during	 the	 late	 1970’s,	 the	wave	of	 suicide	

attacks	 during	 the	 1990’s,	 and	 the	 wave	 of	 cold	 weapon	 attacks	 by	 “lone	 wolves”	 or	

independent	networks	that	characterize	recent	years,	such	as	Islamic	State-inspired	attacks.	

Indeed,	 the	 last	 two	 years	 serve	 as	 an	 important	 landmark	 in	 the	 evolution	 of	 modern	

terrorism	–	the	rise	of	the	phenomenon	of	“homegrown”	terrorism	especially	 in	European	

countries,	 the	waves	of	migration	against	 the	backdrop	of	civil	wars	 in	Syria	and	 Iraq,	 the	

lack	of	governance	in	North	Africa,	Afghanistan	and	other	countries,	and	the	incompetence	

of	some	European	countries	in	coping	with	terrorism,	which	have	raised	the	bar	for	terrorist	

attacks	in	Europe	and	some	western	countries	to	an	unprecedented	level.	These	attacks	are	

generally	 carried	 out	 by	 Islamic	 State	 activists	 or	 by	 Islamist	 terrorists	 who	 underwent	

accelerated	radicalization	processes	and	who	operate	under	the	inspiration	of	Islamic	State	

propaganda	on	social	networks.	In	this	manner,	the	terrorist	attacks	in	Paris,	Nice,	Toulouse,	

Brussels,	Istanbul,	San	Bernardino,	Orlando	and	many	other	cities	were	all	carried	out	under	

the	 inspiration	 or	 operational	 involvement	 of	 the	 Islamic	 State	 from	 Syria	 and	 Iraq.	 The	

operational	losses	accompanying	the	territorial	withdrawals	from	various	cities	and	villages	

throughout	 Syria	 and	 Iraq	 that,	 until	 recently,	 were	 under	 the	 control	 of	 Islamic	 State	

fighters,	against	the	backdrop	of	massive	military	operations	by	various	entities	–	including	

the	 United	 States,	 western	 countries,	 Arab	 countries,	 Russia,	 Iran	 Hezbollah	 and	 Syrian	

supporters	 of	 Assad,	 and	 recently	 even	 Turkey	 –	 do	 not	 necessarily	 reduce	 the	 terrorism	
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threat	to	Europe	and	western	countries	and	may	even	increase	it.	Just	as	pressing	on	a	half-

inflated	 balloon	 causes	 air	 escape	 to	 other	 areas	 of	 the	 balloon,	 it	 seems	 that	 pressure	

exerted	 on	 Islamic	 State	 strongholds	 in	 Syria	 and	 Iraq	 only	 accelerates	 the	 organization’s	

motivation	to	prove	its	ability	to	continue	to	execute	terrorist	attacks	in	other	areas	of	the	

world.	 In	 our	 opinion,	 this	 motivation	 is	 liable	 to	 cause	 Islamic	 State	 members	 to	 try	 to	

distract	 world	 public	 opinion,	 and	 especially	 that	 of	 the	 Muslim	 community,	 from	 the	

organization’s	 defeats	 by	 executing	 a	 special	 showcase	 attack	 or	 attacks	 to	 draw	 the	

attention	 of	 the	 international	media	 and	 its	 supporters	 and	 activists.	 One	 of	 the	ways	 in	

which	 the	 Islamic	 State	may	 try	 to	 achieve	 this	 goal	 is	 by	 using	 unconventional	means	 in	

future	attacks,	especially	chemical	attacks.	

 

The	Rationale	behind	Unconventional	Terrorism	(CBRN)	

While	some	may	argue	that	non-conventional	 terrorism	 is	only	a	matter	of	 time—and	not	

much	 time,	 at	 that—others	 insist	 that	 it	 is	 premature	 to	 worry	 about	 such	 “alarmist”	

scenarios.	 After	 all,	 they	 reason,	 the	 sarin	 gas	 attack	 perpetrated	 by	 Aum	 Shirinkyo	

(“Supreme	 Truth”)	 cult	 in	 the	 Tokyo	 subway	 actually	 proved	 that	 even	 if	 a	 terror	

organization	 is	 capable	 of	 acquiring	 non-conventional	 means,	 it	 still	 lacks	 the	 practical	

capability	to	perpetrate	the	attack	due	to	the	deficiency	of	effective	dispersal	means.	Thus,	

these	 theorists	 argue	 that	 though	 the	 threat	 is	 extremely	 grave,	 the	 prospects	 of	

perpetration	are	minimal.	

	

In	order	to	determine	which	of	these	two	schools	of	thought	is	right,	it	would	be	helpful	to	

classify	the	types	of	possible	non-conventional	attacks.	While	it	is	customary	to	differentiate	

between	 attacks	 according	 to	 which	 substance	 is	 used—chemical,	 biological,	 nuclear,	 or	

radiological—one	can	also	classify	attacks	by	 the	 intended	result.	Thus,	attacks	using	non-

conventional	means	can	be	“limited”	or	“unlimited”	in	nature.		

	

A	 “limited”	 non-conventional	 attack	 differs	 from	 the	 usual	 terrorist	 bombing	 only	 in	 the	

means	 used.	As	 in	 the	 case	 of	 a	 conventional	 attack,	 the	 limited	non-conventional	 attack	

aims	to	cause	multiple	casualties	at	the	site	of	the	attack	or	 in	 its	 immediate	vicinity.	And	

like	 a	 conventional	 terror	 attack,	 this	 type	 of	 terror	 attack	 attempts	 to	 draw	media	 and	
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public	 attention	 to	 the	 messages	 and	 demands	 of	 the	 terror	 organization	 by	 inflicting	

extensive	 casualties	 and	 spreading	 public	 anxiety—the	 ultimate	 goal	 being	 to	 influence	

political	goal	processes	of	the	target	population.		

	

A	 limited	 non-conventional	 terror	 attack	 could	 be	 carried	 out	 by	 dispersing	 a	 chemical	

substance	 in	 an	 enclosed	 space,	 by	 contaminating	 food	 and	 water	 sources,	 or	 by	 using	

explosives	 to	 disperse	 a	 radiological	 agent	 at	 a	 selected	 location.	 Another	 example	 of	 a	

limited	 non-conventional	 attack	 would	 be	 a	 destructive	 assault	 on	 a	 facility	 containing	

dangerous	substances,	such	as	a	military	or	 industrial	 facility.	 In	all	of	these	examples,	the	

damage	 is	 of	 limited	 scope,	 albeit	 potentially	 far	 more	 serious	 than	 a	 non-conventional	

attack	on	the	same	target.	In	general,	the	majority	of	chemical	attacks	would	be	“limited”	in	

scope	(see	diagram).		

 

Figure	1:	Chemical	attacks	are	mostly	“limited”	in	scope,	while	biological	attacks	are	mostly	“unlimited”	with	a	

few	exceptions	such	as	Anthrax	and	other	non-contagious	agents.	Nuclear	attacks	are	always	“unlimited”	due	

to	their	severe	ecological	impact,	while	radiological	attacks	are	always	“limited”	in	scope.	

	

Figure	1	–	Types	of	Non-Conventional	Terrorism 

Biological Radiological Nuclear Chemical 
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In	contrast	to	“limited”	attacks,	“unlimited”	attacks	are	not	meant	to	merely	incur	damage	

and	carnage	in	a	specific	and	focused	public	area.	Rather,	they	are	designated	to	cause	mass	

casualties	 in	 large	 areas	 (a	 town,	 village,	 city,	 a	 specific	 geographical	 area,	 etc.).	 The	

conceptual	basis	for	these	two	categories	of	attacks	differs:	While	tactical,	or	limited,	non-

conventional	terror	is	designated	to	serve	as	leverage	to	alter	a	political	reality	through	the	

use	of	intimidation,	unlimited	non-conventional	terror	strives	to	change	the	political	reality	

itself	 de	 facto	 by	 annihilating	 large	 populations,	 contaminating	 extensive	 geographical	

regions,	etc.	This	type	of	attack	may	have	severe	psychological	impact	on	public	morale—an	

impact	 that	 may	 completely	 undermine	 the	 population’s	 confidence	 in	 government	

institutions	and	 their	 values.	Yet	even	without	 this	effect,	 the	unlimited	non-conventional	

attack	 causes	 grave	 and	 prolonged	 damage	 to	 the	 area	 under	 attack,	 thus	 immediately	

affecting	reality.		

	

For	 unlimited	 non-conventional	 terror	 attacks,	 terror	 organizations	 will	 primarily	 prefer	

nuclear	 or	 biological	weapons,	 followed	by	 some	 types	 of	 chemical	weapons;	 radiological	

substances	 are	 generally	 unsuited	 to	 this	 type	 of	 attack.	 An	 unlimited	 non-conventional	

attack	 could	 involve	 the	 effective	 dispersal	 of	 hazardous	 substances,	 or	 the	 long-term	

contamination	of	water	sources	or	reservoirs,	and	national	or	regional	food	stocks	through	

the	 use	 of	 chemical	 and/or	 biological	 substances.	 Some	 biological	 agents	 are	 especially	

suited	for	such	an	attack,	since	they	can	spread	on	their	own	after	their	initial	dispersal	and	

are	thus	“unlimited”	by	their	nature.	An	attacker	might	choose	to	attack	a	facility	containing	

non-conventional	substances	 in	a	way	that	will	ensure	the	spreading	of	the	contamination	

beyond	 the	 immediate	 vicinity.	 This	 form	 of	 attack	 exceeds	 the	 boundaries	 of	 a	 limited	

threat,	becoming	an	“extreme”	threat	when	the	attack	is	directed	against	nuclear	facilities	

or	 facilities	 containing	 hazardous	 biological	 substances	 located	 in	 proximity	 to	 densely	

populated	areas.		

	

The	 classification	 of	 non-conventional	 terror	 attacks	 into	 limited	 attacks	 and	 unlimited	

attacks	can	go	a	 long	way	 toward	resolving	 the	dispute	 regarding	 the	 likelihood	that	non-

conventional	 terror	 attacks	will	 be	 perpetrated	 in	 the	 foreseeable	 future.	More	precisely,	



	
	

6 
	

while	it	would	be	accurate	to	say	that	“limited”	non-conventional	terror	attacks	are	within	

the	range	of	many	organizations,	the	use	of	“unlimited”	non-conventional	terrorism	is	still	a	

long	way	off.		

	

To	understand	why,	let	us	examine	the	factors	that	might	influence	a	terrorist	organization’s	

use	 of	 non-conventional	 terrorism.	 An	 organization	 might	 be	 influenced	 by	 any	 of	 the	

following	factors:	

	

1. Unlimited	 non-conventional	 attacks	 require	 a	 change	 in	 mindset	 –	 While	 limited	

non-conventional	 attacks	 might	 be	 considered	 “raising	 the	 ante”	 while	 not	

necessarily	 breaking	 “the	 rules	 of	 the	 game,”	 unlimited	 non-conventional	 attacks	

would	 necessitate	 a	 complete	 rethinking	 of	 the	 terror	 organization’s	 operational	

strategy.		

2. The	fear	of	punitive	measures	–	 It	stands	to	reason	that	 the	response	to	a	 limited	

non-conventional	attack	will	be	less	severe	and	more	contained	than	the	retaliation	

in	 the	 aftermath	 of	 a	 non-conventional	 terror	 attack	 causing	 the	 deaths	 of	

thousands	of	people	and	the	contamination	of	extensive	geographical	areas.		

3. The	fear	of	harming	a	supportive	population	–	Many	terror	organizations	rely	on	the	

assistance	of	a	supportive	population	or	claim	to	represent	such	a	population;	 the	

more	severe	type	of	non-conventional	attack	could	pose	a	danger	to	the	health	and	

lives	 of	 the	 supportive	 population—particularly	 in	 the	 event	 of	 an	 unlimited	 non-

conventional	attack.		

4. Moral	and	ethical	considerations	–	Some	of	the	organizations	attempt	to	rationalize	

their	attacks	with	excuses	that	they	believe	justify	harming	civilians;	however	these	

rationalization	 attempts	 attest	 to	 the	 existence	 of	 an	 ethical	 dilemma.	 The	

perpetration	 of	 unlimited	 non-conventional	 attacks	 would	 make	 it	 much	 more	

difficult	to	persuade	both	internal	and	external	entities	of	the	justification	for	using	

such	 means	 than	 would	 be	 the	 case	 for	 carrying	 out	 a	 limited	 non-conventional	

attack.		
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If,	in	addition	to	all	of	these	points,	one	takes	into	consideration	how	difficult	it	is	to	obtain	

biological	and	nuclear	substances,	as	well	as	effective	means	of	dispersion,	we	can	conclude	

that	the	perpetration	of	a	 limited	non-conventional	terror	attack	 is	much	more	 likely	than	

the	perpetration	of	an	unlimited	non-conventional	attack.	

		

One	of	 the	main	questions	 that	must	 therefore	be	considered	 is:	Which	organizations	are	

most	likely	to	use	non-conventional	means?	Or	in	other	words,	what	are	the	indicators	that	

may	 point	 to	 the	 possibility	 that	 a	 terror	 organization	 will	 indeed	 perpetrate	 non-

conventional	terror?		

	

Only	 when	 an	 organization	 has	 both	 the	 operational	 capability	 and	 the	 motivation	 to	

perpetrate	a	particular	 type	of	attack	will	 the	attack	come	 to	pass.	With	 regard	 to	a	non-

conventional	 terror	 attack,	 the	 motivation	 factor	 takes	 on	 supreme	 importance,	 both	

because	of	the	relative	difficulty	to	acquire	the	necessary	capabilities,	and	due	to	the	grave	

consequences	that	may	result	from	the	attack	and	boomerang	back	upon	the	organization	

itself.		

	

The	motivation	to	perpetrate	non-conventional	terror	attacks	can	be	divided	into	incentive	

stemming	from	rational	motives	and	incentive	stemming	from	irrational	motives.		

	

Motivation	stemming	from	a	rational	motive	–	(“rational”	from	the	aspect	of	evaluation	and	

weighing	cost/benefit	considerations	prior	 to	perpetrating	 the	attack).	Possible	motivating	

factors	may	include	acquiescence	to	the	request	of	a	sponsor	state	or	a	state	that	operates	

the	 terror	 organization,	 a	 desire	 to	 escalate	 the	 conflict,	 a	 desire	 to	 change	 reality,	

emulation	and	competition,	or	the	belief	that	“there	is	no	other	alternative.”	

		

• Acquiescence	 to	 the	 request	of	a	 sponsor	 state	or	a	 state	 that	operates	 the	 terror	

organization	–	 In	 this	 case,	 the	motivation	 to	perpetrate	 the	attack	 is	 forced	upon	

the	organization	by	the	supporting	and	sponsoring	state,	or	the	organization	willingly	

serves	as	a	means	to	perpetrate	the	attack	and	the	latter	 is	basically	designated	to	
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serve	the	needs	and	interests	of	that	state.	In	this	event,	the	state	itself	may	supply	

the	organization	with	the	required	means	prior	to	the	attack.	

• The	 aspiration	 to	 escalate	 the	 struggle	 –	 One	 of	 the	 basic	 motives	 that	 a	 terror	

organization	may	have	 to	 start	 perpetrating	non-conventional	 terror	 attacks	 is	 the	

desire	to	escalate	the	struggle	against	the	state.	This	 incentive	may	stem	from	two	

main	sources:	The	first	–	as	the	result	of	successful	counter-terror	activity	conducted	

by	the	state	against	the	organization	which	inflicted	serious	damage	upon	the	latter	

and	significantly	increased	the	thirst	for	revenge	among	its	activists	and	leadership,	

and	the	second	–	due	to	a	feeling	in	the	organization	that	the	“conventional”	means	

have	 been	 fully	 tapped,	 and	 they	 no	 longer	 have	 the	 power	 to	 evoke	 the	 media	

coverage	and	public	 attention	 that	 they	did	 in	 the	past;	 thus,	 they	no	 longer	have	

impact	on	the	political	arena	and	are	unable	to	bring	about	the	desired	change	that	

the	organization	aspires	to	achieve.	In	these	circumstances,	the	terror	organizations	

may	decide	that	the	time	has	come	to	perpetrate	spectacular	attacks	with	multiple	

fatalities,	which	break	the	game	rules	known	to	date	and	force	the	media	and	public	

opinion	 to	 pay	 attention	 to	 the	 terrorists’	 demands.	 The	 non-conventional	 terror	

weapon	is	the	most	suitable	means	for	this	type	of	task.	

• The	aspiration	to	change	reality	–	Terror	organizations	generally	aspire	to	influence	

approaches	and	political	processes	 in	order	 to	alter	a	 social,	 economic,	or	political	

order.	Terror	attacks	serve	the	organization	as	a	tool	to	convey	messages	in	a	violent	

manner,	 frighten	 the	public,	place	 issues	on	 the	 internal	and	global	public	agenda,	

and	 exert	 pressure	 on	 decision	 makers	 to	 cave	 in	 to	 the	 terror	 organizations’	

demands.	 A	 non-conventional	 terror	 attack	 may	 be	 perpetrated	 by	 a	 terror	

organization	not	only	 in	order	 to	escalate	 the	struggle	and	 raise	 the	price	 that	 the	

state	 is	 forced	 to	pay	due	 to	 its	 refusal	 to	 change	 the	existing	order,	but	also	as	a	

result	 of	 the	 organization’s	 desire	 to	 independently	 alter	 the	 political	 reality	 by	

annihilating	 a	 significant	 number	 of	 people,	 entire	 communities,	 and/or	

contaminating	 large	 areas,	 thereby	 preventing	 their	 use.	 These	 types	 of	

organizations	 may	 grow	 against	 the	 background	 of	 religious,	 national	 or	 ethnic	

conflict.		
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• Emulation	and	 competition	–	The	use	of	non-conventional	 terror	by	a	 given	 terror	

organization,	 and	 the	 media	 coverage	 following	 in	 the	 wake	 of	 this	 attack	 may	

motivate	 another	 terrorist	 organization	 to	 perpetrate	 non-conventional	 terror	 in	

order	 to	 emulate	 or	 compete	 with	 other	 organizations.	 From	 this	 aspect,	 the	

adoption	of	non-conventional	activity	by	one	organization	may	be	perceived	as	the	

initial	 shattering	 of	 the	 taboo,	 which	 will	 enable	 other	 organizations	 to	 take	 this	

course.	(This	development	did	not	occur	in	the	aftermath	of	the	attacks	perpetrated	

by	 the	 Aum	 Shirinkyo	 (“Supreme	 Truth”)	 cult	 in	 Tokyo—this	 may	 be	 due	 to	 the	

isolation	 of	 Japanese	 society	 vis-à-vis	 other	 societies	 worldwide	 and	 the	 relative	

failure	of	these	attacks	to	cause	multiple	deaths	at	the	attack	site.)	It	is	important	to	

stress	in	this	connection	that	by	the	same	token,	the	failure	of	terror	organizations	to	

perpetrate	 non-conventional	 terror	 attacks	 in	 addition	 to	 the	 anticipated	 harsh	

retaliation	of	 the	 attacked	 states	 and	 the	 international	 community	may	 serve	 as	 a	

restraining	 or	mitigating	 factor	when	 it	 comes	 to	 the	 organization’s	motivation	 to	

initiate	this	type	of	attack.		

• Access	 to	 non-conventional	 substances	 –	 This	 variable	 is	 ostensibly	 related	 to	 the	

operational	 capability	 area	 rather	 than	 the	 motivational	 aspect.	 However,	 it	 is	

important	 to	 take	 into	 account	 that	 when	 a	 terror	 organization	 is	 given	 the	

opportunity	to	obtain	non-conventional	means	and	acquire	the	necessary	knowledge	

to	carry	out	this	type	of	attack,	even	if	the	organization	had	no	original	intention	to	

utilize	 these	 means,	 the	 issue	 will	 then	 be	 placed	 on	 the	 internal	 agenda	 and	

considered	by	decision	makers	within	 the	organization.	From	this	aspect,	access	 to	

these	 substances	 may	 serve	 to	 spur	 the	 organization’s	 motivation	 to	 adopt	 non-

conventional	activities.		

• A	feeling	that	“there	is	no	other	alternative”	–	This	refers	to	organizations	that	are	in	

a	state	of	decline	and	are	at	risk	of	becoming	extinct	whether	due	to	the	removal	of	

external	 support,	 diminished	 support	 among	 its	 population	 of	 origin,	 or	 effective	

counter-actions	that	inflicted	severe	damage	on	the	organization	(arrest/elimination	

of	the	organization’s	leadership,	eradication	of	most	of	its	economic	and	operational	

infrastructure,	 etc.).	 In	 this	 regard	 it	 is	 noteworthy	 that	 the	 leader’s	 perception	of	
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the	organization’s	state,	as	well	as	the	subjective	sensation	of	deterioration	and	fear	

of	 extinction,	 are	more	 significant	 than	 the	 organization’s	 actual	 status.	 Thus,	 the	

organization’s	 leadership	 may	 opt	 for	 desperate	 measures	 in	 the	 form	 of	 non-

conventional	means	even	when	the	danger	of	extinction	does	not	really	exist.	

	

Motivation	stemming	from	an	irrational	motive	–	Alongside	motives	stemming	from	rational	

incentive,	there	may	be	others	in	which	cost/benefit	considerations	or	the	price	to	be	paid	

by	 the	 perpetrating	 organization	 are	 not	 taken	 into	 account.	 In	 this	 case,	 the	 set	 of	

considerations	 that	 concerns	 the	 terror	organization	 is	 totally	different	and	 it	draws	upon	

the	authority	of	some	power	outside	the	usual	socio-political	arena—a	divine	power	or	faith	

in	a	prophet	or	apocalyptic	ideology.		

	

• Religious	 faith	 in	 a	 divine	 decree	 –	 The	 belief	 that	 the	 use	 of	 non-conventional	

weapons	fulfils	a	divine	decree	necessitating	the	removal	of	evil	 from	the	world	by	

eradicating	 whole	 communities	 and	 even	 destroying	 all	 human	 life.	 This	 faith	 is	

based	on	the	assumption	that	the	world	has	deviated	from	the	righteous	path	and	

there	is	no	alternative	but	to	rebuild	it	after	wiping	out	humanity	with	the	exception	

of	 a	 group	 of	 believers	 and	 the	 enlightened	 few	 who	 are	 members	 of	 the	

organization.		

• Faith	in	the	“end	of	days”	ideology	–	Belief	in	the	need	for	structural,	demographic,	

or	religious	and	ideological	change	on	a	certain	date,	which	holds	symbolic-religious	

meaning	 for	 the	 group.	 This	 belief	 is	 usually	 the	 result	 of	 perpetual	 brainwashing	

among	groups	 and	 societies	 that	 revolve	 around	a	 charismatic	 leader	 –	 a	 religious	

prophet,	a	preacher	or	a	spiritual	mentor.	This	type	of	organization	generally	takes	

the	 form	of	 a	 cult	 and	 is	 characterized	by	 the	eradication	of	 independent	will	 and	

identity	through	subjugation	to	the	wishes	and	path	set	by	the	leader,	to	the	extent	

of	being	willing	to	commit	suicide	or	kill	on	his	behalf.		
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In	 light	 of	 everything	 stated	 above,	 the	 question	 arises:	 Is	 it	 possible	 to	 identify	 various	

characteristics	 that	may	 enable	 prediction	 of	 the	 prospect	 that	 an	 organization	might	 be	

inclined	to	use	non-conventional	attacks?		

	

The	characteristics	of	a	particular	terror	organization	have	a	direct	or	indirect	impact	on	the	

organization’s	 motivation	 and	 its	 operational	 capability	 to	 perpetrate	 non-conventional	

terror	 attacks.	Variables	 that	may	 serve	as	predictors	 for	 the	organization’s	motivation	 to	

perpetrate	non-conventional	attacks	include:		

	

1. Characteristics	 of	 previous	 attacks	 –	 One	 must	 study	 the	 main	 types	 of	 attacks	

perpetrated	 by	 an	 organization	whilst	 placing	 special	 emphasis	 on	 their	 degree	 of	

lethalness	 and	 indiscrimination.	 Thus,	 it	 is	 important	 to	 differentiate	 between	

“personal”	terror	attacks	directed	at	a	specific	person	and	“guerilla”	attacks	focused	

directly	 and	 selectively	 upon	 military	 targets	 and	 facilities	 on	 the	 one	 hand,	 and	

indiscriminate	 “lethal	 attacks”	 headed	 by	 “suicide	 attacks”	 (whose	 realization	

depends	completely	upon	the	death	of	the	perpetrator	himself)	on	the	other.		

2. The	current	state	of	achievements	–	This	variable	refers	to	the	organization’s	level	of	

achievements	 and	 failures	 both	 from	 the	 aspect	 of	 ongoing	 terror	 activity—(its	

success	 in	perpetrating	planned	attacks),	and	from	the	aspect	of	the	organization’s	

strategic	 goals—its	 ability	 to	 garner	 achievements	 on	 the	 international	 and	 local	

scale,	and	to	realize	its	strategic	interests	and	objectives.	From	this	point	of	view,	it	

stands	to	reason	that	an	organization	experiencing	continuous	successes	(success	in	

perpetrating	 attacks	 that	 cause	 multiple	 deaths	 and	 generate	 media	 impact,	 and	

success	 in	 realizing	 political	 goals	 and	 objectives)	 will	 not	 consider	 modifying	 its	

attack	 policy	 and	will	 not	 have	 a	 need	 for	 non-conventional	 attacks.	On	 the	 other	

hand,	 an	 organization	 suffering	 from	 a	 series	 of	 tactical	 failures,	 resulting	 in	 an	

inability	 to	attract	 the	 limelight	of	 the	media	and	public	and	 failure	 to	promote	 its	

objectives	using	conventional	methods,	may	consider	using	non-conventional	means	

in	order	to	end	the	sequence	of	failures.		
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3. Goals	–	One	of	the	most	cardinal	predictors	vis-à-vis	the	organization’s	motivation	to	

perpetrate	non-conventional	attacks	is	the	goals	that	serve	as	the	foundation	for	the	

organization’s	policies	and	for	which	it	was	established.	In	this	framework	one	must	

distinguish	between	four	categories	of	goals	and	objectives:		

§ Religious	 goals	 –	 Goals	 designated	 to	 disseminate	 religious	 belief,	 vanquish	

another	religion,	convert	the	population’s	religion,	fulfill	God’s	wishes	and	wage	

a	 Holy	 War.	 Goals	 stemming	 from	 a	 religious	 authority	 which	 aim	 to	 achieve	

religious	 objectives	 through	 the	 preference	 of	 one	 religion	 over	 another	 may	

constitute	the	motive	 for	an	all-out	war	–	 (wars	that	only	end	when	one	group	

subjugates	the	will	of	another	or	in	even	graver	circumstances,	when	one	group	

is	 obliterated).	 The	 use	 of	 non-conventional	 means	 may	 well	 aid	 the	 terror	

organization	in	achieving	these	goals.		

§ Nationalist-racist	goals	–	These	are	goals	designated	to	eliminate	a	certain	group	

of	 people	whether	 through	 physical	 purging,	 deprivation	 of	 its	 political	 power,	

subjugation,	 or	 any	 other	means.	 In	 these	 cases,	 the	 organizations	 act	 against	

specific	 ethnic	 groups	 while	 spouting	 an	 ideological-racist	 platform	 that	

discriminates	between	populations	on	 the	basis	 of	 race,	 religion	or	nationality.	

When	 the	 demographic	 distribution	 correlates	 directly	 with	 the	 geographical	

distribution	within	a	given	area	there	is	a	danger	that	the	terror	organization	will	

be	tempted	to	use	non-conventional	means	in	order	to	inflict	severe	damage	on	

or	even	eliminate	the	rival	population.		

§ Social	 goals	 –	Goals	 designated	 to	 alter	 an	 existing	 social	 order	 either	 through	

political	 revolution	 and	 the	 ousting	 of	 a	 government	 or	 stemming	 from	 an	

anarchist	 worldview.	 From	 this	 angle,	 the	 danger	 of	 using	 non-conventional	

means	mainly	exists	in	organizations	that	espouse	an	anarchist	worldview.	They	

are	 not	 necessarily	 interested	 in	 seizing	 the	 reins	 of	 government	 or	 creating	 a	

new	and	more	 just	world	order,	but	 rather	seek	the	destruction	of	 the	existing	

world	order	for	its	own	sake.		

§ National	 goals	 –	 This	 context	 includes	 goals	 designated	 to	 change	 the	 existing	

delineation	 of	 state	 boundaries	 while	 annexing	 areas	 of	 other	 states	 or	
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relinquishing	 territories	 in	 favor	 of	 neighboring	 countries.	 These	 goals	 are	 also	

related	 to	 self-definition	 and	 national	 liberation	 in	 the	 framework	 of	 which	 a	

group	strives	to	break	away	from	the	state	and	establish	an	independent	political	

entity.	These	goals	may	trigger	severe	rivalry	between	the	majority	and	minority	

groups	 in	 the	 state,	but	 as	 long	as	 the	minority	 group	 is	 intermingled	with	 the	

majority	group,	the	use	of	non-conventional	means	(in	unlimited	attacks	aimed	

at	annihilating	groups	and	neutralizing	extensive	areas)	may	endanger	 the	 lives	

of	 the	 population	 that	 supports	 the	 terror	 organization	 and	 the	 disputed	

territory,	 thus	 constituting	 a	 factor	 that	 limits	 the	 organization’s	 ability	 to	

perpetrate	this	type	of	attack.		

4. Threats	 and	 statements	 –	 One	 of	 the	 possible	 indications	 to	 gauge	 a	 terror	

organization’s	 motivation	 to	 perpetrate	 non-conventional	 terror	 attacks	 is	 the	

existence	or	non-existence	of	statements	and	direct	or	indirect	threats	issued	by	the	

heads	 of	 the	 terror	 organization	 and	 its	 senior	 activists	 in	 this	 regard.	 From	 this	

aspect,	a	series	of	statements	as	well	as	threats	to	utilize	these	means	may	indicate	

the	 organization’s	 intentions	 or	 at	 least	 point	 to	 internal	 discussions	 taking	 place	

inside	the	organization	regarding	the	non-conventional	 issue.	(It	 is	noteworthy	that	

statements	 made	 by	 organization	 activists	 stressing	 the	 non-conventional	

capabilities	of	a	rival	state	may	also	serve	as	an	indication	of	special	awareness	vis-à-

vis	the	non-conventional	issue	among	the	organization’s	activists.)		

5. Organization	leadership	–	The	organization’s	structure	and	leadership	may	affect	its	

inclination	 to	 use	 non-conventional	 means.	 From	 this	 point	 of	 view,	 the	 more	

decentralized	and	democratic	the	leadership,	the	greater	the	reason	to	assume	that	

there	 is	 less	 chance	 of	 raising	 the	 required	 consensus	 to	 deviate	 from	 accepted	

norms	and	start	using	unlimited	non-conventional	means.	 In	contrast,	 in	 the	event	

that	the	leadership	is	more	centralized	and	organizational	policy	is	set	by	one	man—

a	 charismatic	 leader	 standing	 at	 the	 head	 of	 the	 organization—then	 this	 decision	

may	be	taken	more	easily.		

6. The	decision-making	process	within	the	organization	–	As	stated	above,	it	is	possible	

to	divide	the	decision-making	processes	in	a	terror	organization	into	two	categories	–	
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a	 rational	 process	 and	 an	 irrational	 process.	 An	 organization	 adopting	 irrational	

decision-making	processes	that	are	not	based	on	cost/benefit	considerations	will	be	

insensitive	 to	 the	 possible	 consequences	 of	 the	 perpetration	 of	 non-conventional	

attacks	or	to	the	price	that	it	may	be	forced	to	pay	for	perpetrating	these	attacks.	For	

this	 reason,	 the	 irrational	decision-making	process	must	be	regarded	as	one	of	 the	

predictors	for	the	use	of	non-conventional	means.		

7. The	fear	of	impending	extinction	–	As	stated	above,	a	terror	organization	may	shift	in	

the	 direction	 of	 non-conventional	 means	 in	 its	 attacks	 when	 it	 (justifiably	 or	

unjustifiably)	 feels	 threatened	 and	 in	 danger	 of	 extinction.	 In	 this	 case,	 the	

organization	 may	 use	 non-conventional	 terror	 as	 a	 final	 act	 of	 desperation	 in	 an	

attempt	 to	 leave	 its	 mark	 and	 impact	 on	 the	 world	 a	 short	 time	 before	 its	 final	

demise.		

	

In	 summary,	 in	 the	 course	 of	 any	 attempt	 to	 predict	 which	 terror	 organization	 may	 use	

unlimited	 non-conventional	 terror,	 the	 focus	 should	 be	 placed	 on	 the	 above-mentioned	

criteria	 and	 the	 fulfillment	 of	 each	of	 these	 conditions	 in	 the	 examined	organization.	 The	

more	indications	that	apply	to	the	organization,	so	the	prospect	becomes	greater	that	it	will	

use	 non-conventional	means.	 Nevertheless,	 even	 in	 the	 event	 that	 a	 certain	 organization	

meets	 all	 of	 the	 accumulative	 preconditions,	 there	 is	 no	 certainty	 that	 it	 will	 decide	 to	

perpetrate	a	non-conventional	attack.	This	decision	would	also	depend	on	internal	political	

circumstances	 inside	 the	 organization,	 the	 inter-organizational	 arena,	 the	 local	 arena	

(encompassing	 the	 attacked	 country	 and	 the	 terror	 organization),	 the	 organization’s	

relationships	 with	 the	 sponsoring	 states,	 and	 the	 existing	 situation	 in	 the	 international	

arena.	Despite	this	stipulation,	it	is	probable	that	the	criteria	and	predictors	specified	above	

may	be	helpful	when	endeavoring	to	identify	organizations	with	the	potential	to	utilize	non-

conventional	means	in	the	future.	Based	on	these	overall	indications,	the	question	arises:	Is	

it	possible	 to	 focus	on	some	of	 these	predictors	 in	order	 to	examine	 the	possibility	 that	a	

terror	 organization	 will	 attempt	 to	 perpetrate	 a	 “limited	 attack”	 using	 non-conventional	

means,	 in	comparison	 to	 the	possibility	 that	 it	will	decide	 to	carry	out	an	“unlimited	non-

conventional	attack”	with	these	means?	
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Among	the	characteristics	that	may	serve	as	major	predictors	regarding	the	motivation	of	a	

terror	organization	to	perpetrate	a	non-conventional	“limited	attack,”	the	following	points	

must	be	noted:	

	

• Characteristics	 of	 previous	 attacks	 –	 In	 this	 framework,	 one	 must	 investigate	

whether	 the	organization	has	previous	experience	and	 specialization	 in	 conducting	

mega	attacks	using	standard	and/or	improvised	explosives.	From	this	point	of	view,	

the	 transition	 from	 perpetrating	 mega	 attacks	 by	 detonating	 explosive	 devices	 to	

perpetrating	 the	 same	 type	 of	 attack	 through	 the	 use	 of	 non-conventional	means	

(chemical	or	radiological)	may	yield	similar	results	from	the	aspect	of	the	extent	of	

the	damage	and	the	number	of	casualties,	and	may	therefore	be	considered	by	the	

terror	organizations	as	a	change	in	method	and	perhaps	even	a	raising	of	the	ante,	

but	not	“crossing	the	Rubicon.”		

• The	 organization’s	 current	 state	 of	 achievements	 –	 It	 is	 important	 to	 take	 into	

consideration	that	an	organization	that	was	unsuccessful	in	its	conventional	activity	-	

(i.e.,	it	did	not	achieve	the	desired	goals	and	failed	to	attract	the	anticipated	media	

coverage)	despite	 the	 fact	 that	 the	organization	 sought	 to	 intensify	 the	 activity	by	

choosing	severe	types	of	attacks	(multiple	deaths	and	mass	destruction,	suicide),	or	

targeting	sensitive	state	 facilities	 (crowded	civilian	centers,	 sensitive	military	areas,	

etc.),	may	decide	as	a	last	resort	to	escalate	its	activity	and	ensure	the	obtainment	of	

the	desired	media	coverage	and	public	limelight	by	using	non-conventional	means	to	

perpetrate	“limited	attacks.”		

• Past	threats	and	statements	–	This	predictor	may	indicate	the	organization’s	existing	

state	 of	 mind	 and	 enable	 examination	 of	 the	 possible	 use	 of	 non-conventional	

means	for	“limited	attacks.”	

	

Regarding	central	indications	pointing	to	the	operational	capability	of	a	terror	organization	

to	perpetrate	“limited	non-conventional	terror,”	the	following	points	must	be	noted:		

• Previous	technological	know-how	and	experience	–	The	presence	of	activists	with	a	

suitable	 technological	 background	 and	 the	 expertise	 of	 organization	 members	 in	
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preparing	 “conventional”	explosive	devices	with	 chemical	 substances	may	 serve	as	

indications	 of	 the	 possibility	 that	 the	 organization	 could	 use	 this	 knowledge	 and	

expertise	to	graduate	from	the	use	of	chemical	substances	for	explosive	devices	to	

the	utilization	of	identical	or	similar	substances	for	contamination,	asphyxiation,	etc.	

in	a	non-conventional	format.		

• Access	to	raw	materials	–	A	terror	organization’s	access	to	raw	materials	which	can	

serve	 for	 the	 preparation	 of	 non-conventional	 means	 enabling	 “limited	 attacks”	

(though	 without	 sophisticated	 dispersal	 means),	 may	 constitute	 an	 additional	

indication	that	a	terror	organization	will	attempt	to	carry	out	this	type	of	attack.		

	

Among	 the	 characteristics	 that	 may	 serve	 as	 main	 indicators	 vis-à-vis	 the	 possible	

motivation	of	a	terror	organization	to	perpetrate	an	“unlimited	attack,”	the	following	points	

must	be	noted:	

	

• Characteristics	 of	 previous	 attacks	 –	 Mainly,	 previous	 experience	 in	 perpetrating	

suicide	attacks	and	mega	attacks.	This	is	based	on	the	assumption	that	in	many	cases	

the	 scenarios	 of	 unlimited	 non-conventional	 attacks	will	 necessitate	 the	 suicide	 of	

the	 perpetrator	 and	 may	 even	 cause	 the	 deaths	 of	 many	 of	 the	 organization’s	

activists.	

• Leadership	 –	 Crucial	 importance	 must	 be	 attributed	 to	 the	 characteristics	 of	 the	

organization’s	leadership	when	attempting	to	evaluate	the	possibility	of	perpetrating	

these	types	of	attacks.	Here	it	stands	to	reason	that	a	decision	to	annihilate	an	entire	

community	or	contaminate	extensive	geographical	areas	will	be	more	easily	made	by	

a	 strong	 centralized	and	charismatic	 leadership	based	on	a	 single	 figure	or	a	 small	

number	 of	 charismatic	 individuals	 led	 by	 a	messianic	 figure	 or	 religious	 source	 of	

authority.		

• The	 decision-making	 process	 –	 Due	 to	 the	 radical	 implications	 of	 “unlimited	 non-

conventional	 attacks”	 and	because	of	 the	extensive	 (and	perhaps	 even	existential)	

damage	that	may	be	inflicted	upon	an	organization	perpetrating	this	type	of	attack,	
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it	would	seem	that	the	decision	to	perpetrate	this	attack	will	sometimes	be	based	on	

irrational	decision	making	(without	taking	cost/benefit	considerations	into	account).		

• The	 fear	 of	 impending	 extinction	 –	 One	 of	 the	 possible	 indicators	 pointing	 to	 an	

attempt	 by	 a	 terror	 organization	 to	 perpetrate	 strategic	 non-conventional	 attacks	

using	 non-conventional	 means	 is	 the	 fear	 of	 the	 leadership	 and	 activists	 that	 the	

organization	 is	 on	 the	 verge	 of	 extinction.	 This	 fear	 may	 tip	 the	 scales	 when	

considering	whether	to	perpetrate	this	type	of	attack	(based	on	the	assumption	that	

they	possess	the	capability	to	do	so).		

• Goals	 –	 Racist	 goals	 may	 also	 serve	 as	 indication	 of	 the	 terror	 organization’s	

motivation	 to	 annihilate	 populations	 and	 whole	 communities	 via	 scenarios	 of	

unlimited	non-conventional	attacks.	

	

With	 regard	 to	 key	 predictors	 that	 indicate	 the	 terror	 organization’s	 motivation	 and	

operational	ability	to	perpetrate	non-conventional	attacks,	based	on	the	post-9/11	trends	of	

international	 terrorism,	one	 can	 conclude	 that	 the	 likelihood	of	 the	occurrence	of	 limited	

non-conventional	attacks	to	Europe	is	much	greater	than	that	of	unlimited	attacks.	Special	

attention	 has	 to	 be	 given	 to	 radical	 Islamic	 terrorist	 organizations.	 Statements	 made	 by	

leaders	of	the	international	radical	Islamic	terrorist	network,	and	the	successful	prevention	

of	 attacks	 by	 others	 belonging	 to	 this	 network	 in	 Europe,	 Jordan	 and	 other	 countries,	

indicate	 that	 these	 terrorists	 have	 no	 qualms	 about	 using	 non-conventional	 means	 if	

necessary	in	order	to	achieve	their	goals.	

	

The	Likelihood	of	Unconventional	Terrorist	Attacks	by	the	Islamic	State	

As	 previously	 stated,	 the	 Islamic	 State	 recently	 finds	 itself	 at	 a	 crossroads	 and,	 on	 the	

surface;	 it	 meets	 a	 large	 number	 of	 indicators	 and	 criteria	 for	 the	 execution	 of	

unconventional	terrorist	attacks,	including:	

	

• The	 organization	 has	 already	 proven	 its	 extreme	 cruelty	 in	 its	 attacks	 and	 its	

treatment	of	the	civilian	population	living	under	its	control	in	Syria	and	Iraq.	



	
	

18 
	

• This	 cruelty	 indicates	 a	 nearly	 unprecedented	 absence	 of	 moral	 inhibitions	 even	

when	compared	to	other	terrorist	organizations	both	past	and	present.	

• The	 organization	 operates	 under	 extreme	 centralistic	 leadership	 that	 is	 liable	 to	

decide	to	carry	out	unconventional	terrorist	attacks	without	hesitation.	

• The	 organization	 operates	 under	 what	 its	 leaders	 and	 fighters	 define	 as	 “divine	

religious	 order”	 in	 order	 to	 advance	 the	 religious-political	 goal	 of	 establishing	 an	

Islamic	Caliphate	across	the	entire	world.	

• In	this	framework,	the	organization’s	fighters	do	not	hesitate	to	wipe	out	individuals	

and	whole	communities	that	they	define	as	“heretics”,	whether	they	are	Muslims	or	

members	of	other	religions.	

• In	 their	 showcase	 attacks,	 Islamic	 State	 fighters	 use	 various	 types	 of	 attacks	 -	

especially	suicide	attacks	–	in	a	way	that	causes	the	maximum	number	of	casualties.	

• It	 seems	 that	 the	 organization	 is	 not	 afraid	 of	 possible	 escalation	 against	 its	

strongholds	 in	Syria	and	 Iraq,	 since	 the	organization	 is	 already	 facing	 the	 threat	of	

annihilation	by	an	 international	coalition.	 	There	 is	no	modern	historical	precedent	

for	 such	 a	 widespread	 international	 coalition	 against	 a	 terrorist	 organization	

(including	 states	 that	 are	 hostile	 to	 one	 another.	 It	 seems	 that	 even	 if	 their	

motivation	 to	 attack	 the	 Islamic	 State	 will	 increase	 following	 the	 organization’s	

possible	use	of	unconventional	weapons,	the	characteristics	of	the	escalation	will	not	

differ	greatly	from	the	scope	of	the	current	operations	against	the	organization.	

• The	 organization’s	 military	 defeats	 in	 Syria	 and	 Iraq	 strengthen	 its	 motivation	 to	

prove	its	terrorist	capabilities	and	“successes”	in	other	arenas.	

• In	this	respect,	continued	defeats	in	Iraq	and	Syria	are	likely	to	lead	the	organization	

to	 feel	 that	 it	 is	 on	 the	 verge	 of	military	 extinction	 in	 this	 arena	 and	 has	 its	 back	

against	 the	 wall,	 which	 could	 speed	 up	 and	 increase	 its	 efforts	 to	 leave	 an	

unprecedented	mark	in	the	international	arena	by	using	unconventional	weapons.	

• It	must	be	emphasized	that	 in	addition	to	the	many	enemies	that	the	 Islamic	State	

has	created	for	itself	in	the	local	and	international	arenas,	the	organization	is	also	in	

competition	 for	 hegemony	 within	 the	 world	 of	 Islamist	 jihadist	 terrorism	 itself	

against	organizations	such	as	Al-Nusra	Front	and,	above	all,	Al-Qaeda.	In	this	respect,	
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an	 unconventional	 attack	 is	 likely	 to	 strengthen	 the	 Islamic	 State’s	 position	 in	 the	

internal	competition	as	well.	

	

However,	 as	 noted	 earlier,	motivation	 on	 the	 part	 of	 a	 terror	 organization	 to	 perpetrate	

non-conventional	attacks	is	not	sufficient.	A	precondition	for	the	occurrence	of	this	sort	of	

attack	 is	 the	 existence	 of	 the	 organization’s	 operational	 ability	 to	 perpetrate	 it.	 This	

capability	 includes	 the	 possession	 of	 non-conventional	 materials	 and/or	 the	 substances	

necessary	 for	 their	 production,	 the	 technological	 knowledge	 to	 process	 these	 substances	

into	 effective	 combat	 means,	 the	 technological	 infrastructure	 necessary	 for	 the	

implementation	of	 the	processing,	or	alternatively	 the	procurement	of	preprocessed	non-

conventional	 combat	 substances.	 (Here	 it	 is	 necessary	 to	 distinguish	 between	 non-

conventional	 substances	 that	 may	 be	 used	 for	 the	 purposes	 of	 a	 limited	 lethal	 attack	 in	

which	 the	 incurred	 damage	 does	 not	 greatly	 exceed	 the	 anticipated	 damage	 caused	 by	

conventional	 attacks	 on	 the	 one	 hand,	 and	 the	 combat	 means	 necessary	 for	 the	

perpetration	of	an	unlimited	non-conventional	attack	which	may	cause	the	annihilation	of	a	

wide	 population	 and	 thousands	 of	 casualties,	 as	 well	 as	 extensive	 environmental	

contamination,	on	the	other.)		

	

Among	the	most	important	predictors	for	the	assessment	of	the	operational	capability	of	a	

terror	organization	to	perpetrate	unlimited	non-conventional	terror	attacks	is	the	access	to	

non-conventional	 substances	 and	 raw	 materials	 –	 The	 organization’s	 access	 to	 the	 non-

conventional	substances	 themselves	and/or	 to	 the	raw	substances	unequivocally	 indicates	

its	ability	to	carry	out	this	type	of	terror	attack.	An	analysis	of	the	organization’s	access	to	

these	 substances	 may	 therefore	 serve	 as	 a	 predictor	 vis-à-vis	 the	 possibility	 that	 the	

organization	will	at	some	time	use	them	in	an	attack.		

	

In	this	context,	it	should	be	noted	that	the	Islamic	State	operates	in	an	arena	saturated	with	

chemical	 weapons	 –	 Syria.	 Until	 the	 outbreak	 of	 the	 civil	 war	 in	 2011	 this	 country	 was	

considered	to	have	the	largest	arsenal	of	unconventional	weapons	in	the	world.	Indeed,	the	

vast	 majority	 of	 this	 arsenal	 was	 destroyed	 or	 neutralized	 in	 the	 framework	 of	 an	
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international	 initiative	 led	by	 the	United	States	and	Russia,	but	 it	 is	 reasonable	 to	assume	

that	the	Syrian	army,	and	even	rebel	forces,	are	still	in	possession	of	a	considerable	number	

of	unconventional	weapons,	especially	chemical	weapons.	

	

Terrorist	Use	of	Chemical	Weapons	in	Context	

Since	2011,	the	number	of	chemical	attacks	has	increased	exponentially;	these	attacks	were	

carried	 out	 by	 various	 organizations	 in	 approximately	 30	 countries	 throughout	 the	world.	

There	were	 forty-six	 confirmed	 chemical	weapons	 attacks	 in	 2013,	 sixty-five	 in	 2014,	 and	

seventy-eight	 in	2015.	 It	 is	possible	 that	 these	numbers	are	 lower	 than	 reality	due	 to	 the	

fact	that	some	chemical	attacks	may	have	gone	unreported,	or,	more	 likely,	been	covered	

up	by	those	who	perpetrated	them.	This	year,	the	number	of	chemical	weapons	attacks	 is	

on	track	to	be	lower	than	the	previous	three	years	with	nineteen	chemical	attacks	occurring	

in	the	first	eight	months	of	2016.	

	

 

Click	on	the	image	below	for	an	interactive	map	of	Terrorist	Use	of	Chemical	Weapons	
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It	is	no	wonder	that	the	largest	number	of	incidents	in	which	chemical	weapons	were	used	

in	 the	 past	 20	 years	 (both	 by	 regime	 forces	 and	 rebel	 forces)	 took	 place	 in	 Syria,	 with	

Afghanistan	 in	 second	 place	 and	 Iraq	 in	 third	 place.	 These	 countries	 have	 been	 suffering	

from	such	attacks	for	a	long	time	due	to	lack	of	governance	and	civil	wars	that	have	claimed	

a	large	number	of	casualties.	

	

Various	 organizations	 have	 carried	 out	 terrorist	 attacks	 using	 chemical	weapons	 over	 the	

last	century,	especially	the	Taliban	which	carried	out	34	attacks	since	2006,	followed	by	the	

Islamic	State	which	carried	out	21	attacks	during	this	period,	and	Al-Nusra	Front	and	other	

rebel	organizations	that	carried	out	4	attacks. 
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The	most	common	agent	used	in	the	chemical	weapons	attacks	of	the	last	twenty-one	years	

is	chlorine	gas.	There	have	been	one	133	chlorine	gas	attacks	since	1995.	Acid	was	used	12	

times,	sarin	gas	and	diphenylaminechloroarsine,	also	known	as	adamsite,	have	been	used	8	

times,	 and	 cyanide	 and	mustard	 gas	 have	 both	 been	 used	 6	 times	 in	 chemical	 weapons	

attacks	since	1995.	The	chemical	agents	used	in	69	chemical	attacks	involving	poisonous	gas	

since	1995	were	not	identified.		
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The	targets	of	these	attacks	have	overwhelmingly	been	civilian	populations.	Over	seventy-

five	percent	of	the	chemical	weapons	attacks	perpetrated	since	1995	have	targeted	civilian	

populations.	 The	 remainder	of	 the	attacks	have	 targeted	either	military,	 internal	 security,	

such	as	police,	or	government	personnel	and	officials.		

	

The	Islamic	State’s	Use	of	Chemical	Weapons	

The	Syrian	regime’s	use	of	tactical	chemical	attacks	in	August	2014	and	the	use	of	chlorine	

during	spring	2014	against	the	civilian	population	and	the	opposition	groups	gave	legitimacy	

to	the	rebels	to	use	the	same	weapons,	at	least	in	their	eyes.	

	 	

2014	marks	the	beginning	of	ISIS	use	of	chemical	agents,	when	it	used	what	seemed	to	be	

mustard	gas,	against	the	Kurds	in	Kobani,	Syria,	before	the	main	battle	there	for	the	control	

of	 the	city.	There	are	several	occurrence	of	 ISIS	using	chemical	weapons	 in	Syria,	 Iraq	and	

elsewhere	 (see	map	 above)1.	 	 In	 January	 2014,	 the	 Islamic	 State	 conquered	 Fallujah,	 and	

later	 took	control	of	 the	al-Muthanna	bunkers	 in	 June	2014.	These	bunkers	were	used	by	

Saddam	Hussein	as	the	main	chemical	weapons	facility.	It	has	been	sealed	but	not	destroyed	

																																																													
1 https://www.theguardian.com/world/2014/oct/24/kurds-fear-isis-chemical-weapon-kobani 
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by	the	coalition	forces.		Some	of	the	chemical	weapons	in	the	bunkers	included	mustard	gas,	

Sarin,	Tabun,	and	VX2.				

	

Other	 reports	 from	 Libya	 indicate	 that	 rebels	 with	 ties	 to	 the	 Islamic	 State	 took	 over	 a	

factory	that	produced	chemical	weapons	for	Muamar	Khadafi3.			

	

2016	articles	discuss	the	role	of	Sleiman	Daoud	al-Afari	whom	the	Iraqi	authorities	describe	

as	 the	 head	 of	 the	 Islamic	 State	 chemical	 weapons	 unit,	 and	who	 had	 specialized	 in	 the	

development	 of	 chemical	 and	 biological	 weapons	 for	 the	 Iraqi	 army	 during	 Saddam	

Hussein’s	 rule4.	 At	 the	 same	 time,	 CNN	 reported	 that	 recently	 the	 US	 Air	 Force	 bombed	

Islamic	 State	 chemical	 weapons	 sites	 near	 Mosul	 with	 the	 aim	 of	 impairing	 the	

organization’s	ability	to	use	mustard	gas.	According	to	CNN,	it	is	not	clear	if	the	attacks	were	

successful.	 Both	 CNN	 and	 the	 New	 York	 Times	 reported	 that	 an	 arrested	 Islamic	 State	

member	 provided	 the	 essential	 information	 that	 enabled	 the	 US	 Army	 to	 prepare	 the	

attacks5.	 Finally,	 in	 April	 2016,	 Abdelhak	 Khiame,	 Morocco's	 head	 of	 counter	 terrorism,	

warned	Europe	that	ISIS	are	planning	chemical	attacks	in	Europe6.	

	

RECOMMENDATIONS	

In	conclusion,	the	risk	of	a	chemical	attack	in	western	countries	is	becoming	more	concrete	

than	 ever	 before.	 The	 likelihood	 that	 an	 Islamist-jihadist	 terrorist	 organization,	 first	 and	

foremost	 the	 Islamic	 State,	 will	 use	 chemical	 weapons	 seized	 when	 its	 forces	 captured	

chemical	facilities	and	stockpiles	 in	Syria,	 Iraq	or	Libya,	has	significantly	 increased	over	the	

past	 year.	 The	 waves	 of	 migration	 to	 Europe	 and	 the	 military	 defeats	 suffered	 by	 the	

organization	 in	 Syria	 and	 Iraq	 increase	 the	 risk	of	 such	an	attack	 taking	place	 in	 a	 central	

European	 country.	 The	 increased	 risk	 of	 a	 chemical	 attack	 being	 carried	 out	 in	 a	western	
																																																													

2 http://www.telegraph.co.uk/news/worldnews/middleeast/iraq/10913275/Isis-storms-Saddam-era-chemical-
weapons-complex-in-Iraq.html 
3 http://www.jpost.com/Middle-East/Libyan-Army-official-tells-Arab-paper-that-militias-captured-chemical-
weapons-391810 
4 https://www.theguardian.com/world/2016/mar/09/isis-chemical-weapons-leader-captured-iraq-us-special-
forces 
5 http://edition.cnn.com/2016/03/09/politics/u-s-isis-detainee-providing-crucial-information-on-chemical-
weapons/ 
6 http://www.huffpostmaghreb.com/2016/04/04/daech-arme-chimique_n_9610232.html 
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country	is,	therefore,	the	result	of	the	Islamic	State’s	increased	motivation	and	capability	to	

carry	out	such	an	attack.	Moreover,	if	in	the	past	the	fear	was	that	a	terrorist	organization	

would	 use	 improvised	 chemical	 weapons	 that	 it	 could	 prepare	 in	 primitive	 labs	 (where	

terrorist	 organizations	 have	 been	 preparing	 improvised	 explosives	 for	 many	 years),	 the	

natural	effect	of	which	 is	 relatively	 limited,	 today	 the	 fear	 is	 that	 Islamist-jihadist	 terrorist	

organizations,	especially	the	Islamic	State,	will	use	standard	chemical	weapons	seized	from	

unconventional	 arsenals	 belonging	 to	 the	 state	 and	 that	 the	 extent	 of	 the	 damage	 they	

cause	may	be	far	worse.		

To	 counter	 this	 serious	 threat,	 the	 risk	 of	 which	 is	 only	 increasing,	 western	 countries	 in	

general	 and	 European	 countries	 in	 particular	must	 take	 preventative	measures	 to	 reduce	

the	damage	of	such	attacks.	In	this	framework,	it	is	recommended	that	these	countries	carry	

out	 a	 risk	 and	 threat	 analysis	 on	 an	 ongoing	 basis	 for	 each	 country.	 The	 analysis	 should	

determine	the	probability	of	chemical	attacks	in	the	country	categorized	at	three	different	

levels	 of	 threat	 (from	 high	 probability	 to	 low	 probability).	 Different	 guidelines	 should	 be	

implemented	for	each	levels	of	threat.	These	include	among	others:		

Ongoing	Recommendations	

1. Educating	 first	 responders	 on	 the	 possibility	 of	 a	 chemical	 attack,	 how	 to	 identify,	

prevent	and	mitigate	the	threat.		

2. Increase	 intelligence	 efforts	 to	 identify	 the	 terrorists’	 attempts	 to	 buy	 /	 produce	 /	

steal	or	take	over	chemical	weapons.		

3. Setting	 new	 guidelines	 to	 control	 poisonous	 chemical	 and	 fertilizers	 and	 their	

ingredients.		

4. Tightening	 the	 control	 of	 laboratories	 and	 medical	 facilities	 that	 hold	 sensitive	

chemicals	including	steps	to	thwart	the	danger	of	insider	threats	(reliability	tests	for	

new	 requirements	 and	 periodical	 security	 assessments).	 Private	 and	 public	

organizations	 need	 to	 establish	 better	 screening	 processes	 for	 sensitive	 positions	

and	continuously	monitor	internally	their	employees.		

5. Preparing	 the	 public	 and	 publishing	 guidelines	 on	what	 should	 be	 done	 in	 case	 of	

chemical	attack.	
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Mid-level	Threat	Recommendations	

6. Develop	 new	 technologies	 to	 identify	 chemicals	 for	 security	 entrances	 and	 deploy	

them	in	airports,	ports,	and	other	crowded	places	(sniffers)		

High-level	Threat	Recommendations	

7. Real	time	ongoing	examination	of	air	quality	control	in	crowded	areas	and	potential	

targets.	

8. Gathering	relevant	antidotes	in	hospital	to	treat	mass	casualties’	victims	of	chemical	

attacks	and	training	and	drilling	the	medical	staff	in	working	in	severe	conditions.	

9. Distributing	chemical	masks	to	the	public	and	antidotes	or	keeping	these	products	in	

warehouses	next	to	(high	probability)	potential	targets.		

	


